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Planning for Cloud migration:
Fail Early and Often

Jimmy Jones, Greg Mundell, Howard Small
















Architecting Future Clouds

Greg Fritz, Adam Alphin, Duy Huynh




Challenges

* DoD: Low bandwidth, at-the-edge, isolated remote networks, multi-tenancy, storage/software as a
service

* DoE: Provide services to Students and Financial aid across the Universities across the US.
* Dol: Pensions/minimum wage fraud, sensors in mine, users in the field doing investigations

* Dol: Few enterprise services, commoditized services, manageable software as service, security,
procurement

* Procurement process: getting the best bang-for-the-buck, instead of just getting the best price.
» Classification/Segmentation of data: move non-classified data onto clouds

e Limited service/agility

* Security: some government community clouds are being targeted because they stand out

* FedRamp bottleneck

e SLAs are inadequately defined or even left out

e Baselining - understanding where government system are before moving over to the cloud

e Cloud computer for OCONUS

* Not being locked in to proprietary technology

e Data portability

* Open standards for software



Discussion Summary

What is the scope of the discussion of what pertains to the cloud?
e Government Community Cloud
e Public Cloud
e Hybrid Clouds

Provide everything outside of agency’s core competencies as a service
The future is in the mobile based realm; applications are moving towards mobile platforms.

Agile development — go towards creating an organization with increase agility and rapid
development

Government to move towards a community cloud and eventually move towards a public cloud

Cloud is more complex than previous technologies due to the many things it covers and will take
more time to adopt

Cloud implementation will struggles with security, procurement, training, and the need for
culture change.

* There needs to be a culture change from top-to-bottom.



Important Findings

* Training of decision makers, engineers, etc to be more aware of cloud technologies.

o Start “getting your feet wet” by putting unclassified data into the community/public cloud and start
somewhere.

e Research automated data classification

* Product that differentiate between data types (classified data, non-classified), so they can be parsed out and placed in the
a prdopriate environment. This allows more data to be placed on the public clouds instead of creating a private or hybrid
cloud.

* Move towards are going towards the public cloud, and DOD IC will stay on the community cloud with
sensitive data.

* Move towards utility computing

* SLA need to be incorporated early on and vetted well when moving over to the cloud environment
e Future cloud architecture should include the computing all the way to the end-user

* Have reserve funds in a pilot project to adapt to new technologies

* Review what’s worked in the past and pick what’s been successful and lessons learn and adapt that towards
future projects/task



Adapting Cloud to
Technology

Wu Feng, Chet Hayes, Demetrius Davis




Bottom Lines Up Front

1) Our message to leadership should not be about moving everything
to the “cloud” — it needs to be about changing the way the
government does IT to better adapt to and implement new
technologies, market shifts, standards and best practices.

e Our biggest challenges are not technology-related

e Cultural changes are needed to cut through bureaucracy and outdated IT
policies that impede government use of emerging technologies such as
Internet of Things (iOT) and wearables

2) Fear of the unknown impedes our ability to identify and assess risks
and forge true partnerships with industry.

e Switch from being “risk-averse” to being “risk-tolerant”



“To Do” List

e “Order from the menu” (when possible)
e Talk mission and business objectives with vendors — not just “requirements”
e Custom, hard-to-integrate solutions have short ROI, long maintenance tails

e Revamp business processes (e.g., governance, acquisition,
management)
e Technology is moving too fast for current set of policies, processes

e Continue educating the government community, leadership

 Strategic planning is needed before any mass migrations to cloud

e Assess portfolio before forklifting apps, data to the cloud
* Use tech refresh cycles as an opportunity to re-engineer major systems






Standards and Best Practices for
Security and Privacy
Management in Cloud

Joe Paiva, Federico Simonetti, Bob Natale
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