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SPIN 1  = Einstein, TIC, related network services

SPIN 2  = Exemplar Agency Endpoint environment

SPIN 3  = Cloud (IaaS and SaaS) basic structures

SPIN 4  = Exemplar Agency Data Center

SPIN 5  =  Mobile 
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Agency Mobile Device to Internet (Protected) 

Capabilities
NCPS/EINSTEIN:

E1 Collector & Analytics

E2 Flow, IDS, PCAP, SIEM

E3A IPS (SMTP & DNS)

E3A DGA Analytic

E3A EXE-MANA

TICAP/MTIPS:

FW

Passive Sensor 

WCF

Ib/Ob SMTP Proxy

Recursive DNS Proxy
Auth DNS Proxy

Agency Boundary:

NGFW 

Passive Sensor 

WCF

Ib/Ob SMTP Proxy

Recursive DNS Proxy

Auth DNS Proxy

NCPS/EINSTEIN:

E1 Collector & Analytics

E2 Flow, IDS, PCAP, SIEM

E3A IPS (SMTP & DNS)

E3A IPS (WCF)

E3A DGA Analytic

E3A EXE-MANA Enh Analytic

E3A APT Detections Analytic

TICAP/MTIPS:

FW Enh

Passive Sensor 

WCF Enh

Ib/Ob SMTP Proxy Enh

Recursive DNS Proxy
Auth DNS Proxy Enh

Agency Boundary:

NGFW 

Passive Sensor 

WCF Enh

Ib/Ob SMTP Proxy Enh

Recursive DNS Proxy

Auth DNS Proxy Enh

Current Planned

Agency Mobile Device:

Container

App Wrapping

Agency Mobile Device:

Container

App Wrapping

TPM

Agency Mobile Services:

MDM

MAM                              VPN

MIM DLP

Agency Mobile Services:

MDM IDS

MAM Enh MTD          VPN

MAV

MIM DLP
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Capabilities

Current
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Agency Mobile Device:

Container

App Wrapping

Agency Mobile Device:

Container

App Wrapping

TPM

Agency Mobile Services:

MDM

MAM                              VPN

MIM DLP

Agency Mobile Services:

MDM IDS

MAM Enh MTD          VPN

MAV

MIM DLP

Planned
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Agency Mobile Device to Agency Capabilities

Current

TICAP/MTIPS:

FW

Passive Sensor 

Agency Boundary:

NGFW 

Passive Sensor 

Agency Mobile Device:

Container

App Wrapping

Agency Mobile Services:

MDM

MAM                              VPN

MIM DLP
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TICAP/MTIPS:

FW Enh

Passive Sensor 

Agency Boundary:

NGFW 

Passive Sensor 

Agency Mobile Device:

Container

App Wrapping

TPM

Agency Mobile Services:

MDM IDS

MAM Enh MTD          VPN

MAV

MIM DLP

Planned
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External Mobile Device to Agency Capabilities

Current

TICAP/MTIPS:

FW

Passive Sensor 

Agency Boundary:

NGFW 

Passive Sensor 

Agency Mobile Device:

Container

App Wrapping

Agency Mobile Services:

MDM

MAM

MIM DLP

7

TICAP/MTIPS:

FW Enh

Passive Sensor 

Agency Boundary:

NGFW 

Passive Sensor 

Agency Mobile Device:

Container

App Wrapping

Agency Mobile Services:

MDM IDS

MAM Enh

MAV

MIM DLP

Planned
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Phase 0 - Administer Phase 1 - Prepare Phase 3 - Propagate Phases 1-4

Intent/Resource 

Development
Reconnaissance/ Staging Weaponization Delivery

Initial Compromise/ 

Exploitation
Installation Persistence Privilege Escalation Defense Evasion Credential Access

Host Enumeration/ 

Internal Reconnaissance
Lateral Movement Execution

Command & Control 

(C2)

Monitor 

(Observation)/ 

Exfiltration

Alter/Deceive…

Intent/Resource 

Development
Crawling Internet Websites

Add Exploits to 

Application Data Files

Spear-phishing Emails w/ 

Attachments

Targets Application 

Vulnerability
Writing to Disk Legitimate Credentials Legitimate Credentials Legitimate Credentials Credential Dumping Account Enumeration

Application Deployment 

Software
Command Line Commonly used port

Automated or Scripted 

Exfiltration

Distributed Denial of Service 

(DDOS)

Network Mapping (e.g. NMAP)
Spear-phishing email 

w/Malicious Link

Target Operating System 

Vulnerability
In Memory Malware Accessibility Features Accessibility Features Binary Padding Network Sniffing File System Enumeration Exploitation of Vulnerability File Access

Comm through 

removable media
Data Compressed

Partial disk/OS deletion 

(corruption)

Social Media Websites
Targets Application 

Vulnerability Remotely
Interpreted Scripts Automatic Loading at Startup

Automatic Loading at 

Startup
Disabling Security Tools User Interaction

Group Permission 

Enumeration
Logon Scripts Interpreted Scripts

Custom Application 

Layer Protocol
Data Size limits

Full disk/OS deletion 

(bricking)

Mid-Points Removable Media (i.e. USB)
Targets Web Application 

Vulnerabilities (ex. XSS, CSRF)

Replace legitimate binary 

with Malicious (ex: 

Havex)

Library Search Hijack Library Search Hijack Library Search Hijack Password Recovery
Local Network 

Connection Enumeration

Authentication Assertion 

Misuse
Process Injection

Communications 

Encrypted
Data Staged Data Alteration

Vulnerability Scan Credential Pharming Trojan New Service New Service File System Logical Offsets Credential Manipulation
Local Networking 

Enumeration
Remote Services

Configuration 

Modification to 

Facilitate Launch

Data Obfuscation Exfil over C2 channel
Data Encrypted and 

Unavailable (Crypto Locker)

SQL Injection Social Engineering Path Interception Path Interception File Deletion Hijack Active Credential
Operating System 

Enumeration
Peer Connections

Use of Trusted 

Process to Execute 

Untrusted Code

Fallback Channels

Exfil over Alternate 

Channel to a C2 

Network

Data Deletion (Partial)

Deploy Exploit using 

Advertising
Legitimate Access Scheduled Task Scheduled Task Indicator Blocking on Host Credentials in File Owner/User Enumeration Remote Interactive Logon Scheduled Task Multiband comm

Exfiltration Over other 

Network Medium
Data Deletion (full)

DNS/Cache Poisoning Defeat Encryption
Service File Permission 

Weakness

Service File Permission 

Weakness

Indicator Removal from 

Tools
Process Enumeration Remote Management Services

Service 

Manipulation
Multilayer Encryption

Exfiltration from Local 

System
Denial of Service

Virtualization Attacks Exploit Weak Access Controls Link Modification Link Modification
Indicator Removal from 

Host

Security Software 

Enumeration

Replication through 

removable media

Third Party 

Software
Peer Connections

Exfil over network 

resources
Cause Physical Effects

Connection of Rogue 

Network Devices
Edit Default File Handlers

Manipulate Trusted 

Process

Manipulate Trusted 

Process
Service Enumeration Shared Webroot

Remote 

Management 

Services

Standard app layer 

protocol
Scheduled Transfer

Trusted Website BIOS Process Injection Process Injection Window Enumeration Taint Shared Content
APIs to Facilitate 

Launch

Standard non-app layer 

protocol
Data Encrypted

Legitimate Remote Access Hypervisor Rootkit

Exploitation of 

Vulnerability (ex. XSS, 

CSRF, OS/Software)

Masquerading Remote File Shares
Standard Encryption 

Cipher

Exfil over Physical 

Medium

Crosstalk (Data Emanation)
Weak Access Control for 

Service Configuration

Weak Access Control 

for Service 

Configuration

File System Hiding
Uncommonly Used 

Port

Crosstalk (Data 

Emanation)

Device Swapping (Cross 

Domain Violation)
Master Boot Record Obfuscated Payload

Custom encryption 

cipher
Data Encoded

Exploit Cross Domain or 

Multi-Level Solution 

Misconfiguration

Modify Existing Services Rootkit
Multiple Protocols 

Combined

Cross Domain or Multi-

Level Solution 

Traversal

Physical Network Bridge Logon Scripts
Use of Trusted Process to 

Execute Untrusted Code
Defeat Encryption

Data Encoded Security Support Provider Scripting
Exploit Weak Access 

Controls

Automatically Transported 

Trusted Services
Web Shell Software Packing

Cross Domain or Multi-

Level Solution Traversal
Signed Malicious Content

Supply Chain / Trusted 

Source Compromise
Sandbox Detection

Insider Threat/Close Access Malicious Behavior Delays

Wireless Access

Compromise Common 

Network Infrastructure

UNCLASSIFIED//FOR OFFICIAL USE ONLY

Initial Sources: NSA Threat Operations Center’s 

(NTOC)

Adversary Lifecycle Analysis (ALA); Lockheed 

Martin’s

Cyber Kill Chain and MITRE’s Adversarial Tactics,

Techniques, & Common Knowledge (ATT&CK)

Pre-Event

UNCLASSIFIED//FOR OFFICIAL USE ONLY

Threat Framework v2.0

Phase 2 - Engage Phase 3 - Propagate Phase 4 - Effect

Get In Stay In Act

Cyber Threat Framework

Pre-event Get-in Stay-In Act

Intent/Resource 

Development

Reconnaissance/

staging

Weaponize

Delivery

Initial Compromise/

Exploitation

Installation

Persistance

Defense 

Evasion

Privilege 

Escalation

Credential 

Access

Lateral 

Movement

Host enumeration/

Internal Recon

Execution

Command & 

Control

Monitor/ 

Exfiltration

Alter/Deceive

STAGES

The progression of cyber 

threats over time to achieve 

objectives

OBJECTIVES

The purpose of conducting an 

action or a series of actions

ACTIONS
Actions and associated resources 

used by a threat actor to satisfy an 

objective

9

1

1

5

23

9

4

18

13

11

7

21

17

15

11

12

Set of Threat Actions requiring counteraction by 

Protect / Detect / Respond
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Intent/Resource 

Development

Reconnaissance/ 

Staging
Weaponization Delivery

Initial Compromise/ 

Exploitation
Installation Persistence Privilege Escalation Defense Evasion Credential Access

Host Enumeration/ 

Internal 

Reconnaissance

Lateral Movement Execution
Command & Control 

(C2)
Collection

Monitor (Observation)/ 

Exfiltration
Alter/Deceive…

App Delivery via 

Authorized App Store: 

Fake Developer 

Accounts

App Delivery via 

Authorized App Store: 

Stolen Developer 

Credentials or Signing 

Keys

App Delivery via 

Authorized App Store: 

Detect App Analysis 

Environment

App Delivery via Other 

Means: App Delivered 

via Email Attachment

Exploit via Physical 

Access: Biometric 

Spoofing

App Delivery via Other 

Means: Abuse of iOS 

Enterprise App Signing 

Key

Abuse Device 

Administrator Access to 

Prevent Removal

Exploit OS Vulnerability Application Discovery
Abuse Accessibility 

Features
Application Discovery

Attack PC via USB 

Connection

Alternate Network 

Mediums

Abuse Accessibility 

Features

Alternate Network 

Mediums

Encrypt Files for 

Ransom

App Delivery via 

Authorized App Store: 

Repackaged Application

App Delivery via Other 

Means: App Delivered 

via Web Download

Exploit via Physical 

Access: Device Unlock 

Code Guessing or Brute 

Force

App Delivery via 

Authorized App Store: 

Remotely Install 

Application

App Auto-Start at 

Device Boot
Exploit TEE Vulnerability

Disguise Root/Jailbreak 

Indicators

Access Sensitive Data in 

Device Logs
Device Type Discovery

Exploit Enterprise 

Resources
Commonly Used Port

Access Calendar 

Entries
Commonly Used Port

Generate Fraudulent 

Advertising Revenue

Supply Chain: Malicious 

Software Development 

Tools

App Delivery via Other 

Means: Repackaged 

Application

Exploit via Physical 

Access: Lockscreen 

Bypass

Modify OS Kernel or 

Boot Partition

Download New Code at 

Runtime

Access Sensitive Data or 

Credentials in Files

File and Directory 

Discovery

Standard Application 

Layer Protocol
Access Call Log

Standard Application 

Layer Protocol
Lock User Out of Device

Exploit via Internet: 

Malicious Media 

Content

Exploit via Internet: 

Malicious Media 

Content

Modify System 

Partition

Modify OS Kernel or 

Boot Partition
Android Intent Hijacking

Local Network 

Configuration Discovery
Access Contact List

Manipulate App Store 

Rankings or Ratings

Exploit via Internet: 

Malicious Web Content

Exploit via Internet: 

Malicious Web Content

Modify Trusted 

Execution Environment

Modify System 

Partition
Capture Clipboard Data

Local Network 

Connections Discovery

Access Sensitive Data 

in Device Logs

Premium SMS Toll 

Fraud

Supply Chain: Insecure 

Third-Party Libraries

Supply Chain: Insecure 

Third-Party Libraries

Modify cached 

executable code

Modify Trusted 

Execution Environment
Capture SMS Messages

Network Service 

Scanning

Access Sensitive Data 

or Credentials in Files
Wipe Device Data

Supply Chain: Malicious 

or Vulnerable Built-in 

Device Functionality

Supply Chain: Malicious 

or Vulnerable Built-in 

Device Functionality

Obfuscated or 

Encrypted Payload
Exploit TEE Vulnerability Process Discovery

Capture Clipboard 

Data

General Network-Based: 

Jamming or Denial of 

Service

Exploit via Cellular 

Network: Exploit 

Baseband Vulnerability

Exploit via Cellular 

Network: Exploit 

Baseband Vulnerability

Malicious Third Party 

Keyboard App

System Information 

Discovery

Capture SMS 

Messages

General Network-Based: 

Manipulate Device 

Communication

Exploit via Cellular 

Network: Malicious 

SMS Message

Exploit via Cellular 

Network: Malicious 

SMS Message

Network Traffic Capture 

or Redirection
Location Tracking

General Network-Based: 

Rogue Wi-Fi Access 

Points

Exploit via Physical 

Access: Exploit via 

Charging Station or PC

Exploit via Physical 

Access: Exploit via 

Charging Station or PC

URL Scheme Hijacking
Malicious Third Party 

Keyboard App

Cellular network-Based: 

Jamming or Denial of 

Service

Cellular network-Based: 

Exploit SS7 to Redirect 

Phone Calls/SMS

User Interface Spoofing
Microphone or 

Camera Recordings

Cloud-Based: Remotely 

Wipe Data Without 

Authorization

Cellular network-Based: 

Exploit SS7 to Track 

Device Location

Network Traffic 

Capture or 

Redirection

Cellular network-Based: 

SIM Card Swap

General Network-

Based: Eavesdrop on 

Insecure Network 

Communication

General Network-Based: 

Downgrade to Insecure 

Protocols

Cellular network-

Based: Rogue Cellular 

Base Station

Cellular Network-Based: 

Downgrade to Insecure 

Protocols

Cloud-Based: Obtain 

Device Cloud 

Backups

Cloud-Based: 

Remotely Track 

Device Without 

Authorization

Initial Sources: 

* MITRE’s Adversarial Tactics, Techniques, & Common 

Knowledge (ATT&CK)

Pre-Event Get In Stay In Act

100+ 

Threat

Actions


