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Spin 5 Architecture View
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SPIN 1 = Einstein, TIC, related network services
SPIN 2 = Exemplar Agency Endpoint environment
SPIN 3 = Cloud (laaS and SaaS) basic structures
SPIN 4 = Exemplar Agency Data Center

SPIN5 = Mobile

Agency

(E1/E2/E3A)

)

TICAP/MTIPS
(NCPSE1/E2)

%)

NdA
pnop
paisay

Mobile r?q
R,

External Agency

External Agency VPN vjli
Boundary Protection A Boundary Protection
External Agency - External Agency
(Trusted) < Aglincy (Untrusted)
g Agency Bouldary
Prgfction .
o inter-Agency___

[

Agency |

Agency Mobile g
’ Data Services Traffic
rs Center Boundary Remote Agency —lnternet
= 7 Traffic
Protection 2 Site ven
m Traffic

Data
Center Zone Boundary

Protection &

S AgepgelDM Agency

3 External Agency ools/Sensorsy Enclave

Data
Center Zone Bounda: s
Agency Endpoint

Protection ‘ S0

Agency Enterprise Egpmplar
S Qare Services gency )

&
Agency Serve

Web Server

Agency Data Center Data Center
App Server Enclave Enclave

External Agency Data Center
Zone

Agency

DB Server
\ Agency Data Center Zone /
- ncv D ente -




Architecture and Flows Relationship
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Agency Mobile Device to Internet (Protected)
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Agency Mobile Device to Internet (UnProtected)
Capabilities
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Agency Mobile Device to Agency Capabilities
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External Mobile Device to Agency Capabilities
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.govCAR Process [Threat Framework]

Cvber Threat Framework
STAGES
threats over time to achieve
objectives
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Mapping ATT&CK Mobile to NSA 2.0 Structure
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ATT&CK Mobile in *CAR Structure
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