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 Many persons have heard about cloud computing, but in general, 
their understanding is fuzzy
 Some organizations are being mandated to leverage cloud 

computing environments, but they need guidance in determining 
what applications to migrate to the cloud
 MITRE has developed several tools to support cloud migration

– Cloud Migration Analysis Tool (CMAT): Determines the relative 
suitability of an application for migration to the cloud

– CloudCost (Regular and Lite versions): Assesses the economics of 
moving an application to the cloud 

– Cumulonimbus: Determines viable and preferred migration options

Background



Unfortunate secret –
Cloud migration is not as straightforward as advertised.

Issues?
• Performance
• Security

• Access, confidentiality, integrity
• Interfaces to other systems
• Interfaces to systems in the cloud
• Demand changes
• Failover and COOP
• Reliability, availability
• Refactoring
• ROI
• Payback
• Special hardware, other devices
• OS, languages
• Cloud provider services …

How is this migrated?



Cloud First Strategy

Which ones?  How much does it cost?  Return on investment?



Cloud Migration Analysis –
Portfolio -> Architecture
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Suitability and Cost Work Together
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Cloud Migration Analysis Tool (CMAT)
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Suitability?

CMAT determines the relative suitability of moving a 
software application to the cloud
 For each application in a software portfolio, CMAT 

generates a suitability index based on a large number 
of factors
CMAT leverages an expert system using the Analytic 

Hierarchical Process

https://www.google.com/imgres?imgurl=http://www.intelligentitnyc.com/wp-content/uploads/2012/08/bigstock-Cloud-computing-concept-Clien-25079210.jpeg&imgrefurl=http://www.intelligentitnyc.com/tag/cloud-computing/&docid=Rj9DJyjXbEBAjM&tbnid=3Oz0mrtsaGj6cM:&w=1000&h=1000&ei=PPHiUpmHNem2sAT8iIGICg&ved=0CAIQxiAwAA&iact=c


CMAT Hierarchical Structure of Decision Criteria



 CMAT assigns local priorities at each hierarchical level of 
the decision criteria tree
– Local priorities are determined by pairwise comparisons of the 

relative importance of different tree nodes
– Local priorities ranges from 0.0 to 1.0, and the local priorities 

sum to 1.0
 Global priorities are calculated for each leaf of the tree

– The global priority of each leaf node is determined by 
multiplying all the local priorities in the tree branch

– Global priorities of all leaf nodes sum to 1.0
 The questions are associated with the leaf nodes
 Each question response is assigned a value between 0.0 

and 1.0
 The total score is a summation of each question’s global 

priority multiplied by the response value

Determination of Cloud Migration Value for Each 
Application, using the Analytic Hierarchy Process



Example of Weighting Methodology

Overall Goal
LP = 1.0
GP = 1.0

Category 1
LP = 0.4
GP = 0.4

Category 2
LP = 0.25
GP = 0.25

Leaf Node 1
LP = 0.35

(GP)1 = 0.35

Leaf Node 4
LP = 0.6

(GP)4 = 0.15

Leaf Node 2
LP = 0.7

(GP)2 = 0.28

Category 1A
LP = 0.3

GP = 0.12

Leaf Node 5
LP = 0.4

(GP)5 = 0.048

Leaf Node 6
LP = 0.6

(GP)6 = 0.072

Leaf Node 3
LP = 0.4

(GP)3 = 0.1

LP = Local Priority
GP = Global Priority

Score = (GP)1*A1 + (GP)2*A2
+ (GP)3*A3 + (GP)4*A4
+ (GP)5*A5 +(GP)6*A6

where AX is the value of the
response to the question
for Leaf Node X, and (GP)x is
its global priority



CMAT Users Answer a Series of Questions to 
Determine Suitability on Numerous Criteria 
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CMAT Ranks the Applications for Suitability for 
Migration



CMAT Data Analysis

 In addition to generating the comparison of application 
suitability for the cloud, perhaps more importantly, 
CMAT identifies the most challenging aspects of an 
application’s migration to the cloud



CMAT: Business value vs. 
Migration Risk (Readiness)

Risky

High Value.
Lower risk



Costs for running 
the application
in your data center

1) Costs for hosting and 
running the application in the 
cloud

2) Costs for  migrating 
the application to the 
cloud

Cloud Cost

https://www.google.com/imgres?imgurl=http://www.intelligentitnyc.com/wp-content/uploads/2012/08/bigstock-Cloud-computing-concept-Clien-25079210.jpeg&imgrefurl=http://www.intelligentitnyc.com/tag/cloud-computing/&docid=Rj9DJyjXbEBAjM&tbnid=3Oz0mrtsaGj6cM:&w=1000&h=1000&ei=PPHiUpmHNem2sAT8iIGICg&ved=0CAIQxiAwAA&iact=c


CloudCost is a tool to determine how much an 
application would cost to run in a cloud
– Includes migration costs and operating costs (servers, storage, 

bandwidth)
 It compares that cloud cost with the costs of running 

the application in the local data center
CloudCost support the planning and budgeting for 

application migration to the cloud

Why is this important?
– Applications can be difficult (and costly) to migrate
– Savings from cloud may be wiped out by the costs of migration

CloudCost



CloudCost Compares Costs in the Data Center 
With Costs to Migrate to the Cloud
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New 
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CloudCost Inputs

Baseline Legacy Costs

Migration Costs

Cloud Costs



1) Legacy Data Center Costs

Model Parameters
– Labor
 System Admins

– Other Direct Costs
 Licenses

– Data Center
 Hardware (HW) Servers
 Network Servers
 HW Maintenance
 Power & Cooling
 Data Center Space

LEGACY DATA CENTER COSTS

Labor

Licenses

Data Center

TOTAL : $21,427,242



2) Cloud Costs – AWS (C2S)

• Model Parameters
– Virtual Machines

• Instances
• Usage (% or hr/month)
• Operating System
• Billing Option

– On-demand or reserved instances 
– Level of usage

• Data Transfers (GB/mo)
– In, Out

• Elastic Load Balancing

– Storage
• Storage (GB,TB, TB)
• Data Transfer

• In, Out  (GB/mo)

– Other Direct Costs
• Licenses

Licenses

Virtual Machines

Cloud Storage

Data Transfer

Reserved Usage
Fee (Once/3
years)

AWS CLOUD HOSTING

TOTAL : $14,945,397



CloudCost Migration

 Migration costs may be significant
 Assumption = migration is a software project
 COCOMO with added costs built in
 Computes

– Effort
– Cost
– Schedule



Results Legacy vs Cloud 
Cumulative Cost Comparison

Year Legacy Cost Legacy Cost NPV Cloud Cost Cloud Cost NPV Percentage Saving/Expenditure
0 $3,595,626 $3,595,626 $6,116,443 $6,116,443 -70% Expenditure
1 $17,762,547 $17,762,547 $16,642,155 $16,642,155 6% Savings
2 $31,929,468 $31,184,434 $27,167,866 $26,533,938 15% Savings
3 $46,096,389 $43,970,286 $37,693,577 $35,955,037 18% Savings



Data Center vs Cloud 
Price Comparison 
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CloudCost Portfolio Output

Name Total 2015 2016 2017
Enterprise Database $11,185,703 $5,225,748 $3,174,565 $3,100,491
Enterprise Database- Reduced Licensing $22,972,761 $9,344,748 $7,197,454 $7,029,510
Mission Analysis $6,896,924 $729,593 $3,174,565 $3,100,491
Mission Analysis- Reduced Licensing $18,778,055 $4,947,215 $7,197,454 $7,029,510
Advanced Targeting System $2,068,637 -$4,332,157 $3,174,565 $3,100,491
Advanced Targeting System- Reduced Licensing $13,855,695 -$213,157 $7,197,454 $7,029,510
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 Cumulonimbus is a tool for choosing viable and preferred 
mechanisms for migrating applications to the cloud, among the 
following options:
– Rehost: Redeployment of an application to a different environment; 

application would run on a virtual machine or operating system in the 
cloud

– Refactor: Execution of an application on a cloud provider’s 
infrastructure by making code or configuration changes to connect to 
the new infrastructure services

– Reengineer: Modification or extension of existing code to optimize its 
operation in the cloud

– Replace: Use of commercial software that has the desired 
functionality and is delivered as a cloud service; existing application 
would be discarded

Cumulonimbus



 Cumulonimbus guides the user through a series of questions 
to determine what cloud migration options are viable for an 
application
– Once an option is ruled out, the user is not asked any more 

questions on the option
– Help is available for each question

Cumulonimbus Mode of Operation



 As Cumulonimbus collects data for different applications, it 
builds a table containing the viable migration options for each 
application
 Moving the cursor over a viable option shows the ranking of 

the migration option, while moving the cursor over an unviable 
option shows the reason why it was ruled out

Cumulonimbus Output



 At the end of execution, output is saved to a Comma-Separated 
Value (CSV) file that can be easily loaded into a spreadsheet

Cumulonimbus Output



 Cloud Migration Index
 Cloud Cost
 Cumulonimbus

Demos
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