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Background

= Many persons have heard about cloud computing, but in general,
their understanding is fuzzy

= Some organizations are being mandated to leverage cloud
computing environments, but they need guidance in determining
what applications to migrate to the cloud

= MITRE has developed several tools to support cloud migration

— Cloud Migration Analysis Tool (CMAT): Determines the relative
suitability of an application for migration to the cloud

— CloudCost (Regular and Lite versions): Assesses the economics of
moving an application to the cloud

— Cumulonimbus: Determines viable and preferred migration options
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Unfortunate secret -
Cloud migration is not as straightforward as advertised.

How is this migrated? Issues?

ird-
dl
Service
Address
Verification
isputer
claims

Other
— R
Systems

« Performance
o Security

|

.

i * Access, confidentiality, integrity
i  Interfaces to other systems

» Interfaces to systems in the cloud

« Demand changes

* Failover and COOP

* Reliability, availability

* Refactoring
« ROI
« Payback

el
]
/

Get Status Reports

« Special hardware, other devices

 OS, languages

Figure 1: Company C Architecture (Before Migration|

o Cloud provider services ...

MITRE




Cloud First Strategy

Which ones? How much does it cost? Return on investment?

Flgure &: Selecting Services for Cloud Migration

FEDERAL CLOUD
COMPUTING STRATEGY : High-value and
ready services
would move to the
cloud first
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Cloud Migration Analysis —

Portfolio -> Architecture
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‘ Suitability and Cost Work Together

Cloud Migration Index
Application CMI
Portfolio Max score 158
Web App #2 133
1. Sharepointapp ikﬁ;gt::t PP E;
2. Emailasa g 1 web App #1 119
service Bus App .087
3. Web app#1 > App Requirements GIMS .063
4. GIMS « Architecture Mission App .058
5. Web App #2 «  Business Communications 052
6. Business App +  Migration Risk Min score .028
7. Mission App #2 . - .
8. Comms App Migration Payback Period
Web App #2 18 months
Sharepointapp 24 months
j Email aaS 27 months
Cost in Data Center Web App #1 5 years
_n Bus App 8 years
Migration Cost + ]
Cost in Cloud GIMS negative return
Mission App negativereturn
200. Communications negativereturn
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Cloud Migration Analysis Tool (CMAT)

= CMAT determines the relative suitability of moving a
software application to the cloud

" For each application in a software portfolio, CMAT
generates a suitability index based on a large number

of factors

= CMAT leverages an expert system using the Analytic
Hierarchical Process

Suitability?

- - .
v @
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CMAT Hierarchical Structure of Decision Criteria

‘ Add (same level) Add (level below) Edit

Enable Multi-select Auto-Redraw Expand All| Collapse AIIJ

) A ) )
4 Goal: Suitability for Migration to the Cloud |a] C| (Siblatoamation Documentj

4 Applications Requirements |a]

4 Performance Needs

— Leverage mass storage coud capabilites ! Some applications may have difficulty operating

in real time. Applications that must process
large amounts of data continually will not operate

in real ime

— Leverage doud computing scalability capabilities s effectively if they receive data faster than it can
— Take advantage of multiple users simultaneously accessing application || be processed, or if they ce_mnotsend data fast
enough to meet user requirements. Cloud
 Leverage elastic demand of computing resources |a| computing environments can increase
i computational power, but they may also
1 Seaurity introduce latency due to communications
— Assess degree to which spedial security needs can be met in the doud |a] between the cloud server and the remote users.

— Assess degree to which interface restrictions can be handled in the doud |a|

— Adapt application Language to the cloud |a|

— Support any spedal HW requirements |u1

— Support any OS requirements a:_

# Architecture Considerations |a|

— Determine how modularity of architecture affects doud migration |a|

4 Interfaces

— Determine the extent to which this application depends on other systems ||
— Determine the extent to which other systems depend on this application |a]
— Assess documentation of interfaces to support migration to cloud |a]|

— Determine quantity of interfaces to be supported in doud |a|

— Assess difficulty of meeting cross domain requirements ||
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Determination of Cloud Migration Value for Each
Application, using the Analytic Hierarchy Process

= CMAT assigns local priorities at each hierarchical level of
the decision criteria tree

— Local priorities are determined by pairwise comparisons of the
relative importance of different tree nodes

— Local priorities ranges from 0.0 to 1.0, and the local priorities
sumto 1.0

= Global priorities are calculated for each leaf of the tree

— The global priority of each leaf node is determined by
multiplying all the local priorities in the tree branch

— Global priorities of all leaf nodes sumto 1.0
" The questions are associated with the leaf nodes

= Each question response is assigned a value between 0.0
and 1.0

" The total score is a summation of each question’s global
priority multiplied by the response value MITRE



Example of Weighting Methodology

Overall Goal
LP=1.0
GP=1.0
Category 1 Category 2 Leaf Node 1
LP=0.4 LP =0.25 LP =0.35
GP=04 GP =0.25 (GP), =0.35
Leaf Node 2 Category 1A Leaf Node 3 Leaf Node 4
LP=0.7 LP=0.3 LP=0.4 LP =0.6
(GP), =0.28 GP =0.12 (GP); =0.1 (GP),=0.15
/\ Score = (GP)*A, + (GP),*A,
+ (GP)s*As + (GP),*A,
LeLa; E%dj 5 Le|j:f> N%dg 6 + (GP)*A, +(GP)s*Aq
(GP)s = 0.048 (GP)¢ =0.072 where A, is the value of the

response to the question

~ . for Leaf Node X, and (GP), is
GP = Global Priority its global priority

LP = Local Priority




CMAT Users Answer a Series of Questions to
Determine Suitability on Numerous Criteria

Rate the preference of Muse with respect to the following Objectives

= Muse = Leverage cloud computing scalability... o & Muse WRT Leverage cloud... &°

Cloud computing environments offer the ~
benefit of increasing computing capability

when needed. For instance, if an

application is required to process more data

than it previously had, then the memory and

disk space used in the cloud computing
environment can be increased to meet the

new demands. v

C' Leverage mass storage cloud [Low - - 15% A  Leverage cloud computing

capabilities scalability...

rtali;ﬁzss issues with running in [Highly demanding real time requirementsq (] 11% Intensity Name Priority

c O Not rated

Leverage cloud computing o - . 60% B

scalability capabilities ‘Some scalabilty needed O Scalability E— 100%
fundamental

(_: Take advantage of multiple_use_rs [Few Users - = 17%

simultaneously accessing application ® Some —— 60%

- scalability needed

©! Leverage elastic demand of [Demand varies somewhat ~ — 28% i,

computing resources - O Scalability [ ] 30%
uncertain

L' Assess degree to which special —

security needs can be met in the [Some special security needs — 30% O Little need for ] 5%

cloud ) scalability

£ Assess degree to which interface — — O Direct Value

restrictions can be handled in the [NO restrictions v | 100% v

cloud
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CMAT Ranks the Applications for Suitability for
Migration

4 Goal: Suitability for Migration to the Cloud 2 @ | 1deal mode WRT Goal
L— Applications Requirements Alternatives
L— Performance Needs
Alternative Name All Participants
— Leverage mass storage cloud capabilities o
1 | Web Server Application 7388 %
— Assess issues with running in real ime ] o
2 | Business Application 1 52 25 %
— Leverage cloud computing scalability capabilities o o
3 | Mission Application 1 37 61 %
— Take advantage of multiple users simultaneously o o
4  Communications Application 32.74 %
— Leverage elastic demand of computing resources ) o
5 | Sharepoint Based Application 7597 %
— Security . :
6 Email as a Senice 7837 %
— Adapt application Language to the cloud
7 | GIMS 37.24 %
— Support any special HW requirements _ _ ,
8 | Perfect Migration Candidate 100.00 %
— Support any OS5 requirements | ) ) ) )
9 | Terrible migration candidate 13.91 %
4 Architecture Considerations o , o
10  Application with unknown characteristics 28 26 %
— Determine how modularity of architecture affects clow o
- 11  AWS web application example 7168 %
— |nterfaces
12 | Muse b6.21 %
— Leverage cloud computing capabilities for architecturs <« N
— Determine number of components to be supported in
— Assess degree to which cloud senvices support appli
— Support needed COTS applications
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CMAT Data Analysis

" |n addition to generating the comparison of application
suitability for the cloud, perhaps more importantly,
CMAT identifies the most challenging aspects of an
application’s migration to the cloud

F 10000 %
F 9000% 1 2 3 4 5 6 7
Ratings Ratings Ratings Ratings Ratings Ratings Ratings Rz
F 80.00% Assess
3 degree
B Sharepoint Based Applic 75.97 % Ao e Loverace | 1O d"\sfeeS:m
F 7000% Leverage - Leverage 9 which <4 A
. " issues advantage of elastic ; which
v L Web Server Application 73.88% mass with cloud multinle users | demand special interface | 2PF
o Total storage 2 computing P security L Lar
I running o simultaneously of restrictions
F &0.00% cloud ; I scalability - uti needs b T
B capabilities in rea capabilities accessing Computing - o be can be
3 time application resources . handled in
met in
- the the cloud
Sk Business Application 1 52.25% cloud
— Web Server
L 4000 % Application 0.7388 0.5769 0.6893 1.0000 0.7379 0.6420 0.5429 0.5459
[ 4000%
Business
@ @ . - LSS ST R —" AR ) Aplication 1| 05225 03546 03785 03036 01688  1.0000 1.0000  1.0000
s 5 & : Application1 | 0-3761 1.0000 0.1115 1.0000 0.4757 01047 0.2980 0.2581
5 g © 5
z = 2 2 F 2000% Communications
& 3 e g g I s 0.3274 0.1539 0.1115 0.0518 1.0000  0.1047 0.2980 0.0919
w O O L
S g P c 5 Sharepoint
T H @ % = [ 1000% Based 0.7597 0.2723  1.0000 0.6035 0.4757 1.0000  1.0000 1.0000
= = = = i Application
@ [+ w =]
4% < D% = (% E 000%

%@u(o 1‘39@.“ 1‘3-“@.“ '3,5.0@.“
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CMAT: Business value vs.
Migration Risk (Readiness)

@ | AnParticipants | Ideal mode WRT Goal

106.27 % | High Value.

06.27 %

Lower risk

86.27 %
76.27
66.27 %

Le.P7 % v

Business
reason
I
Fe
-
=
1

L
h
)
&

26.27\% - .

1627 %
6.27 %o 1 f ' f f ‘ ' .
5.82 % 152 o 25.82 % 82% 4582% 55B2% 65.82% F5.82% 85.82% 95.82% 105.82°%
Migration
® Applicationw ith... @ AWSw eb... @ Fayrol-.. @ Communications GIMS-Mssion @ Perfect. SharepointBased... @ Terrible

® WebSarver S525-Mssion @ Unstructured
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Cloud Cost

Costs for running
the application
In your data center

1) Costs for hosting and
running the application in the
cloud

2) Costs for migrating
the application to the
cloud

MITRE
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CloudCost

" CloudCost is atool to determine how much an
application would cost to run in a cloud

— Includes migration costs and operating costs (servers, storage,
bandwidth)

" |t compares that cloud cost with the costs of running
the application in the local data center

= CloudCost support the planning and budgeting for
application migration to the cloud

=" \Why is this important?
— Applications can be difficult (and costly) to migrate
— Savings from cloud may be wiped out by the costs of migration

MITRE



CloudCost Compares Costs in the Data Center
With Costs to Migrate to the Cloud

New 1. Current
A;ih operating
budget
2. SLOC to
xisting New refactor
Application Arcl 3. Other
# 4 =  transition
effort and
cost
New 4. # Servers
/.1 5. Server size
= 6. Storage
(GB)

SW development effort model (COCOMO)

Displays

Cloud prices

Servers
Storage
Other

Per year

1.

Cost to operate in
data center

2. Cost to transition
to cloud

3. Cost to operate in
the cloud

4. Cloud vs data
center each year

5. Cumulative
difference

6. Payback =when

cumulative cost of
transition and
cloud is less than
data center
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CloudCost Inputs

Baseline Legacy Costs

Characteristics

Hardware & Servers
Semers
Semer Price
Serer Cost
Metwark Hardware
Metwork Hardware Price
Metwork Harduware Cast

Baseline Legacy Costin

Amount Unit Comment
982 severs estimated umber of servers
$16E7 persener  price of standard hardw are (3 year ffe cost)
$970,194
T3 units estimated number of network hardw are

$120 pernemork  price of standard network
5, TR0

Total Cost Hardware & S

System Admin & Security
Mumber af Serversibletvork Hardware a Metwork &
Computer System Employes Can Manzge
Metwork & Computer Systems 'Wage

Metwork & Compurer Systems Emplayees
Metwork & Computer Systems Cost
Hardw are Maintenance Riare

Hardw are Mairtenance Cost

Secutty Guards

Security Guard Wage

Tatal Security Guard Cost

$978.954 dollars

its.

Migration Costs

7 sewers

100 perhowr wagera

recomme

1 employees  canhang
$3,744,000 per year

$96 per server peryear

$55,872 peryear
6 guards

26,020 peryear annuals:
144,120 peryear

Joocomo

Total Cost System Admin/Security $3.943.992 dollars per year

Licensing
BASE
Humber of SYBASE Installed
SOLARIS

Humber of SOLARIS Installed
WEBLOGIC

Humber af WEBLOGIC hstalled
Lisense #d Cast

Humber af License ¥ Installed
License #3 Cost

Humbe af License #5 Installed

$1500 perlicense
2328 liesnses
62,000 perlicense
2328 liesnses
$300 perlicense
300 livenses
$0 perlicense
0 lioenses
30 perlicanse
0 licenses

[Deveicpment Time/Schedule

Characteristics

Original Language
Lines of Code
Desired Language
Conversion Rate

s
be

Effort Applied (€]
Planing

Planning Staff Months
Design

Design $ar Mantns
Code & Test

Code & Test Staff Mortns

Develapment Time (0)
Planning

Planning Staff Months

Design

Design Sraff Martns
Code & Testing

Code & Test Statf Mortns
Integra: B Testing
Integration & Test Staff Months

Peaple Reguired iF)
Manthiy Wage
Tatal Cims2 Prople Requined

Migration Costing

Amount Unit Comments

50 thousands lines of code
original language is 100% of the desired language

eyl KL} by

3
112

ZIET person-manths smount ¥ performed by average worker in one mantry
™ addizional time designated for planning

168 persen-manths
drsignated percent of effar fo design

Cloud Costs

1007 person-manths

% des
752 persan-manths
5% e

B0 persan-manths

o] .
e *|ecz General Characteristics
035 Instance Usage
17.02 months mo Days Per Month
20% 2dd Overall Number of Instances
14 person-manths
8% des T2/M2
44 person-manths
Instance
3% des
Number of Instances
22 person-marths !
des Operating System
4.4 person-manths Purchasing Option
Urilization
E/D Usage Rate
14.09 peaple e Usage Cost
$6,190.00 per month wag| Upfront Price
SLABLTET dollars Upfront Cost

Characteristics

Cloud Costing

Amount Unit Comments

24 hours per month
305 days per month
500 instances

assume 24 hour operations
assume 305 days per month

2.micro General Purpose
0 instances
Windows
On Demand
None For Reserved Instance Only

S$0.018 per hour per instance
50.00 per month
S0 perinstance

Total Cost T2/M2

c3 Instance
Number of C3 Instances
Operating System
Purchasing Option
Utilization
Usage Rate
Usage Cost
Upiront Price
Upfront Cost

$0.00 dollars per mor

c3xlarge
500 instances
Windows
0On Demand
None
$0.376 per hour per instance
$188.000 per month
50 perinstance

S0

Compute Optimized

Total Cost C3.

$137,616.00 dollars per month
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1) Legacy Data Center Costs

" Model Parameters

— Labor
= System Admins

— Other Direct Costs

= |icenses

— Data Center

= Hardware (HW) Servers
Network Servers
HW Maintenance
Power & Cooling
Data Center Space

LEGACY DATA CENTER COSTS

M Labor
M Licenses

Data Center

TOTAL : $21,427,242
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2) Cloud Costs — AWS (C2S)

* Model Parameters

— Virtual Machines
* Instances
» Usage (% or hr/month)
» Operating System
» Billing Option
— On-demand or reserved instances
— Level of usage
Data Transfers (GB/mo)
— In, Out
Elastic Load Balancing

AWS CLOUD HOSTING

M Licenses
m Virtual Machines
m Cloud Storage

M Data Transfer

m Reserved Usage
Fee (Once/3
years)

— Storage
» Storage (GB,TB, TB)

 Data Transfer
* In, Out (GB/mo)

— Other Direct Costs
e Licenses

CLOUD COST

= Elastic Compute Cloud (EC2) wUplront Cost (EC2} » Simple Storage Service {83) sLicensing = Miscellaneous

S14000,00

S1L000,000

L0000

COsT

N

’amazoncom
=" web services

TOTAL : $14,945,397
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CloudCost Migration

= Migration costs may be significant

= Assumption = migration is a software project
= COCOMO with added costs built in

= Computes

MIGRATION COST

— Effort
_ Cost $1,800,000
— Schedule

m Miscellaneous Cost

$148,912

$1,400,000
$1,200,000
$1,000,000
-
$800,000
$600,000
$400,000

$200,000 |

MITRE



Results Legacy vs Cloud
Cumulative Cost Comparison

Mission Analysis Cost Comparison
$50,000,000
$45,000,000
$40,000,000
$35,000,000
v $30,000,000
% $25,000,000
8 $20,000,000 —e— Cloud
$15,000,000 —@— | egacy
$10,000,000
$5,000,000
50
0 0.5 1 15 2 25 3 35
Years
Year Legacy Cost Legacy Cost NPV Cloud Cost Cloud Cost NPV Percentage Saving/Expenditure
0 $3,595,626 $3,595,626 $6,116,443 $6,116,443 % Expenditure
1 $17,762,547 $17,762,547 $16,642,155 $16,642,155 % Savings
2 $31,929,468 $31,184,434 $27,167,866 $26,533,938 15% Savings
3 $46,096,389 $43,970,286 $37,693,577 $35,955,037 18% Savings

MITRE



Data Center vs Cloud
Price Comparison

$12,000,000 -
m LEGACY DATA CENTER $21,427,242
$10,000,000 - m AWS CLOUD HOSTING $14,945,397
$8,000,000 -
$6,000,000 -
$4,000,000 -
$2,000,000 - J
S . . . . ‘. —
< 5\
\;500& &&Qf) (}é’\& &\0@% \'o«'bQ“’Z’ Q:;\Q} \o,*@
N ,z;\? @@ \}e;') ’b,\(b oo(,Q/
Q A\(\‘o’b\ 00 Qrs\' Q@?/\
<
&
&
Q
&
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CloudCost Portfolio Output

Name Total 2015 2016 2017
Enterprise Database 85,703 @,225,748 |:$3,174,565 EB, 100,491
Enterprise Database- Reduced Licensing ’522,972,761| $9,344,748 1 $7,197,454 $7,029,510
Mission Analysis $6,896,924 { $729,593 | $3,174,565 93,100,491
Mission Analysis- Reduced Licensing 18,778,055 | $4,947,215 187,197,454 $7,029,510
Advanced Targeting System | $2,068,637 [§-$4,332,157 | $3,174,565 3,100,491
Advanced Targeting System- Reduced Licensing 13,855,695 -$213,157 1 $7,197,454 §7,029,510
Application Cumulative Cost Comparison
$25,000,000
$20,000,000
$15,000,000
$10,000,000
$5,000,000 I
50 ]
Enterprise  Enterprise Mission Mission Advanced Advanced
Database Database- Analysis Analysis- Targeting  Targeting
Reduced Reduced System System-
Licensing Licensing Reduced
Licensing
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CloudCost Portfolio Output

Name Total 2015 2016 2017
Enterprise Database 85,703 @,225,748 |:$3,174,565 EB, 100,491
Enterprise Database- Reduced Licensing ’522,972,761| $9,344,748 1 $7,197,454 $7,029,510
Mission Analysis $6,896,924 { $729,593 | $3,174,565 93,100,491
Mission Analysis- Reduced Licensing 18,778,055 | $4,947,215 187,197,454 $7,029,510
Advanced Targeting System | $2,068,637 [§-$4,332,157 | $3,174,565 3,100,491
Advanced Targeting System- Reduced Licensing 13,855,695 -$213,157 1 $7,197,454 §7,029,510
Application Cumulative Cost Comparison
$25,000,000
$20,000,000
$15,000,000
$10,000,000
$5,000,000 I
50 ]
Enterprise  Enterprise Mission Mission Advanced Advanced
Database Database- Analysis Analysis- Targeting  Targeting
Reduced Reduced System System-
Licensing Licensing Reduced
Licensing
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Cumulonimbus

= Cumulonimbus is atool for choosing viable and preferred
mechanisms for migrating applications to the cloud, among the
following options:

— Rehost: Redeployment of an application to a different environment;
application would run on a virtual machine or operating system in the
cloud

— Refactor: Execution of an application on a cloud provider’s
infrastructure by making code or configuration changes to connect to
the new infrastructure services

— Reengineer: Modification or extension of existing code to optimize its
operation in the cloud

— Replace: Use of commercial software that has the desired
functionality and is delivered as a cloud service; existing application
would be discarded

MITRE



Cumulonimbus Mode of Operation

= Cumulonimbus guides the user through a series of questions
to determine what cloud migration options are viable for an

application

— Once an option is ruled out, the user is not asked any more

guestions on the option
— Help is available for each question

Cumulonimbus: Cloud Migration Filter Tool [Rehost Questions for Shazam] | &3 |

Can the system administrator team assemble a VM image with a full application stack and configure hardware?

I Yes HT][ Help H About ]

Cumulonimbus: Cloud Migration Filter Tool [Refactor Questions for Shazam]

Cumulonimbus: Cloud Migration Filter Tool

In order to Rehost your application on a Virtual Machine image
your application and all third party software your application
depends on must be able to execute within a Virtual Machine
environment. Rehost options can be ruled out when licensing

compatibility for third-party software cannot be extended to a
VM

&

Are the demands for this function or business requirements rapidly changing?

’Yes H ] H Help H About]

MITRE



Cumulonimbus Output

= As Cumulonimbus collects data for different applications, it
builds a table containing the viable migration options for each
application

= Moving the cursor over a viable option shows the ranking of
the migration option, while moving the cursor over an unviable
option shows the reason why it was ruled out

|£ | Cumulonimbus: Cloud Migration Filter Tool | = || [=] || =8 |
Application Rehost Refactor Reengineer Replace Migration Priority
v Scalability

v v Budget Constraints
v v Software Reuse

Shazam v
DataFlow
MTL_Analyzer v

Run for next application ” Exit and save table H About Cumulonimbus

MITRE




Cumulonimbus Output

= At the end of execution, output is saved to a Comma-Separated
Value (CSV) file that can be easily loaded into a spreadsheet

r B
| Hw-- = MigrationOptions_7_10_14.csv - Microsoft Excel | = | = g
Home Insert Page Layout Formulas Data Review View Developer 2] 9 o =

- _ ] [ | m R e -
B & i A === ®r SiwapTe General - f:,‘ i’i y e o Z Autosum ﬁ? [ﬁ
— By~ = 5 ﬂ —.‘ﬂ H ; @ Fill - 7
Paste B /7 U~ H. A =E = = | == Merge & Center ~ | % = % & | %38 ;00 | Conditional Format  Cell Insert Delete Format Sort & Find &
- = - i werg : O *2 | Eormatting - as Table ~ Styles - - - - &2 Clear = Filter = Select~
Clipboard & Fant - Alignment u Number = Styles Cells Editing
Al - I | Application v
A B 5 D E F G H | J K L M ;
1 |Application IRehost Refactor Reengineer Replace Migration Priority Description Notes
2 |Shazam 2 0 1 0 Scalability A magician rating program. Cannot Refactor due to not being able to recompile and repackage
3 |DataFlow 0 0 2 1 Budget Constraints Captures data flow requirements. Cannot Rehost due to System Administrator team's inability to ass
4 |MTI_Analyzer 1 2 3 0 Software Reuse Used to analyze data from MTI program  Cannot Replace due to organization being adverse to modificatior |
5 [
| 6
7
8 il I
4 4 » W | MigrationOptions_7_10_14 - ¥J [Ja] Il | (30|
Ready | |[FE@ @ 1003 (=) y) (+) ||
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Demos

= Cloud Migration Index
" Cloud Cost
" Cumulonimbus

MITRE
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