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Respondent Profile: Most Represented Agencies
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Respondent Profile: Job Grade
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Respondent Profile: Job Function
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Technology Executive - CIO / CISO / Director

Project Manager / Program Manager

DevOps Leadership

Development / Engineering Leadership

DevOps Engineer

Software Developer / Software Engineer

Security Leadership

Software Architect

Systems Engineer / Network Engineer

Security Engineer

Other (please specify)

Operations Leadership

Product Manager

Application Security Specialist

Quality Assurance / Test

Systems Administrator

Network Security Specialist

Operations Engineer

Release Manager

Database Engineer

Product Designer / UX Designer

Enterprise Architect

Program Analyst

Site Reliability Engineer

Acquisition / Procurement



DevSecOps Maturity Rating



Number of DevSecOps Tools in the Development Lifecycle
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28% report using five or fewer tools 

Nearly 40% are using 10 or more tools



Top IT Modernization Challenges
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Cultural resistance to change

Challenges with Authority to Operate (ATO) process / speed

Inadequate skill-sets (lack of training)

Budget constraints

Lack of organizational agility (inability to be flexible or adjust in times
of change)

Inadequate staffing (lack of people)

Issues with legacy systems

Managing legal, regulatory & compliance controls

Securing DevSecOps infrastructure & pipeline

Lack of enterprise services

Inadequate access to cloud services

Lack of business & IT resiliency (e.g. related to COVID-19, economic
shock, etc.)

Other

Cultural Resistance to change



Prevalent Software Development Methodologies

Agile / Scrum / 
Kanban

33%

DevOps / 
DevSecOps

24%

Waterfall
15%

Water / Scrum / Fall
12%

SAFe
10%

Lean
6%

A quarter of 
respondents continue 

to rely on some form of 
waterfall methodology

Less than a third of 
respondents use an 
Agile methodology



Occurrence of Development Process Delays
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Deploying to production

Testing (operational)

Security

Planning

Testing (developmental)

Monitoring / continuous monitoring

Deploying to staging environments

Code development

Test data management

Other

Code review

Build



Frequency of Deployment to Production

MERE 11% deploy 

at least once a day

28% deploy JUST 

every few months



Increase in Speed of Code Release  (within last 6 months)

Faster code 
release

40%

No increase 
in speed of 

code release
29%

No ability to 
measure
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90%
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24%

17%

Increased deployment
frequency

Reduced cycle time (lead
time)

Increased developer /
team productivity

Reduced change failure
rate

Reduced MTTR (mean
time to recover / restore)

57%

57%

43%

39%

36%

29%

Automated CI/CD

Source code management

Planning tools /
methodology (example:

Kanban Boards)

Automated testing

Tool chain integration

Automated security testing
/ shift left security

Changes contributing to the 
increased speed in code release

Ways of measuring increased 
speed in code release



Typical Length of Time to Obtain Authority to Operate (ATO)

13%
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2%

4%

30%

46%

Continuous ATO

Fast track ATO

1-2 weeks

2-4 weeks

2-4 months

More than 4 months

The Challenge of ATO 

Meeting stringent security 
requirements prior to being granted 
ATO is important. However, it causes 
major delays in getting applications 
into the hands of business users and 

the public. For nearly half of 
respondents it takes typically over 

four months for their organizations to 
grant an application ATO.



Biggest Frustrations with Security Testing

Too many false positives

Tracking vulnerability status (verified / scheduled for remediation / fixed)

Understanding the vulnerability findings (what was found, how risky is it, how to fix it)

Prioritizing vulnerability remediation

Too late in the life cycle (delays launch)

Finding who can perform remediation
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3.89

3.18

3.06

3.03

Mean



ability to deliver on transformation strategies (1- significantly reduced, 5 - significantly 

increased): 

Impact of Recent Remote Work on …



collaboration between teams (1- significantly reduced, 5 - significantly increased):

Impact of Recent Remote Work on …



Application of Lessons Learned

Yes
79%

No
21%

Are you able to apply what your organization has learned about remote work 
thus far to new policies, practices, and procedures?
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Version control

Serverless

Security

Open source solutions

Microservices

Machine Learning (ML)

Low code / no code platforms

IoT / blockchain

Infrastructure as Code

DevSecOps

Continuous integration, deployment,  delivery

Containers

Collaboration tools

Cloud computing

Automation

Artificial Intelligence (AI)

Application monitoring

Highest priority Medium priority Lowest priority

Investment Priorities in Fiscal Year 2021



Final Considerations

Enterprising development teams in the public sector have found ways to securely 

build and deliver applications despite the challenges inherent in their work. 

These innovative teams have displayed a remarkable degree of homogeneity in 

highlighting the technologies and processes that have helped them succeed.

ATARC will continue in its mission to drive collaboration between government, 

academia and private industry in order to accelerate emerging technology 

adoption in the Federal Government. ATARC’s platform drives thought leadership 

exchange via meaningful interactions and ongoing, year-round conversation 

between the public and private technology modernization communities. 



Thank You

info@atarc.org

Underwritten by: 

mailto:info@atarc.org

