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The purpose of this document is to outline the intent, scope, and general operating model of the Customer Experience working group. 

Context and Scope
· Zero TrustCustomer Experience (CX) is a resilient approach that is continually being refined and will enhance the security posture of the agencies leveraging automation to obtain risk-based decisions. the sum of all interactions between a customer and an organization throughout the business relationship. 
· A 2020 Pew Research survey found that just 20% of American’s trust the federal government.
· [image: ]When planning out Customer Experience initiatives, it is important to recognize Forrester’s Customer Experience research which notes that the federal digital CX drags down the whole experience:







 Source: Forrester              The Zero Trust working group's objective is to encourage new thought leadership. 

While progress is being made to modernize websites through the 21st Century IDEA Act, it important to note that 
Zero Trust evolves the current state architecture and policy. The core principle of the Zero Trust model is to remove transitive and implicit trust; this means all systems, users, and identities are potential threat actors. Due to this we must continuously verify all system and identities and always measure them against risk tolerance. 
The purpose of this document is to outline the intent, scope, and general operating model of the Zero Trust Working group. 
ScoSection 6 pe
reads, “The Chief Information Officer of each executive agency, or a designee, shall— (1) coordinate and ensure alignment of the internal and external customer experience programs and strategy of the executive agency;”. Part 6 signifies that the CIO might consider taking a greater role in their Agency’s CX improvement initiatives.
· Define customers- A 11 Section 280.2 reads, “’customer’” are individuals, businesses, and organizations (such as grantees, state and municipal agencies) that interact with a Federal Government agency or program, either directly or via a Federal contractor or even a Federally-funded program. Federal government customers could also include public servants and employees themselves in their interactions with Federal processes.”
· ATARC is bringing both a government and industry perspective with CX initiatives.
· CX varies across federal agencies.
· Vaccine rollout is an example of varying CX experience across federal, state, and local agencies.
Achieving Zero Trust requires a continuous effort that shifts how we think about implementing security. The Zero Trust working group will create a forum for agencies to discuss Zero Trust and provide a simplified pathway for the implementation of Zero Trust. 
Zero Trust can be broken into 5 different principles: 
1. Asset
2. Network
3. Identity
4. Data
GovernancThe purpose of this Working Group is not to propose solutions prior to understanding customer needs, but to help CIOs begin to understand where they might look to find areas of CX improvement. e/Policy

CX in Industry
CX is the powerful tool to disrupt the market. A recent Walker study found that customers want to do business with companies that know their individual needs and tailor the experience to meet individual’s needs. Customers value companies more if they provide real-time-responses and proactively anticipate future needs. 
Add 3 E’s
CX Themes: (to remove: Output doc)
· Personalization 
· Speed 
· Simplicity of the experience
· Predict future needs 

A recent McKinsey article stated, “A company’s competitive edge lies in seeing the world through the customer’s eyes.”
 
https://www.walkerinfo.com/docs/WALKER-Customers2020-ProgressReport.pdf


Objective
The objective of this working group is to improve CIO  knowledge in the realm of Customer Experience Management and help them ideatecreate a clear and pathway for an agency to be able to implement CX initiatives. Zero Trust. The working group will take a strategic and wholistic approach to create deliverables that will define an actionable plan. 
· Benchmarking against industry best practices.

Deliverables
The deliverable for this working group is the followings will be: 
· A brief checklist/recommendations to help CIOs understand which areas they might want to start to dig into improving the customer experience. n actionable plan that an agency/business can use as a guideline to implement Zero Trust
· A description of what a full architecture looks like when implementing Zero Trust
· Delivery of a proof of concept. The proof of concept can be an actual agency utilizing Zero Trust in real time or a document of the architecture designing the use case. This will be determined during the open forum of the bi-monthly meetings.
· These proofs of concepts will encompass 3 business use cases: full cloud, hybrid, on-premises
· 



Cadence and Membership
The cadence of the meeting will be every other week from 310pam E.T. to 310:30pam E.T. on Thursdays. The Government Cco-chairs (Gerald Caron (State Dept.) & Trafenia MF SalzmanAmber Chaudhry (Fiscal ServiceSBA)) will facilitate an environment to present new ideas and discussion topics. This environment will allow for questions to be asked and to find resolution in the ambiguity of Zero Trustideas to be generated and added to the CIO checklist. A representative from ATARC will keep track of minutes/notes per meeting and make them available using the file sharing collaboration tool listed below. 

Members
	Name
	Email
	Agency/Business
	Responsibilities

	Kiersten PattonNicole Mandes
	nmandeskpatton@atarc.org
	ATARC
	Upload and disseminate documentation

	Gerald Caron (co-chair)Amber Chaudhry
	carongj@state.govamber.chaudhry@fiscal.treasury.gov
	State DepartmentBureau of Fiscal Service
	Provide federal zero trust CX expertise and facilitator

	Ramanuj KushwahaTrafenia MF Salzman (co-chair)
	ramanuj@cisco.comTrafenia.flynnsalzman@sba.gov
	CiscoSBA
	Provide Industry experiewnceProvide zero trust expertise and facilitator

	James Saunders
	James.saunders@sba.gov
	SBA
	Provide zero trust CX expertise

	Sara Mosley 
	Sara.mosley@myaccuity.com
	State Department
	Provide zero trust CX expertise

	Charmaine Flowers
	Charmaine.flowers@va.gov
	VA
	

	
	
	
	

	
	
	
	

	
	
	
	



Additional rosters of sub-groups are located in the sub-group folders in Huddle repository.

Rules of Engagement
The working group rules of engagement are described as below: 

· Meet bi-weekly from 410/252/2021 0 to 2021
· For subgroups to work on specific topic areas to inform the broader group
· Follow the group’s ground rules developed in the charter
· Decisions are made by the co-chairs

File Sharing and Collaboration Tools
Access
Access to the ATARC Huddle Instance is managed by Kiersten PattonNicole Mandes (nmandeskpatton@atarc.org ).

Documentation Repository
Zero TrustCustomer Experience Collaboration Folder:

Version Control
	Version
	Date
	Author
	Description

	0.1
	49/824/20210
	Trafenia MF SalzmanAmber Chaudhry
	Initial Draft for Consideration and Comment

	0.2
	4/16/2021
	Ramanuj Kushwaha 
	Minor edits; added “CX in Industry” section

	0.2
	9/24/2020
	Trafenia MF Salzman
	Add additional comments to Objective and Context. 

	0.3
	10/22/2020
	Sara Mosley
	Additional sections

	0.4
	11/5/2020
	Diane Baumgartner
	Additional comments

	1.0
	11/19/2020
	Trafenia MF Salzman
	Finalized charter
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