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How to Read This Document

This playbook tells the story of how Armis Centrix and ColorTokens XShield work together to address
the ATARC Zero Trust OT Lab Capability 1 requirements — from raw asset discovery through
automated incident response. It is structured as eight connected demo acts that build on each other to
form a single coherent narrative arc.

Each scenario card shows the story the presenter will tell, the platform responsible for that act, and the
ATARC requirement test IDs it satisfies. The color coding below identifies which platform is doing the
work in each act:

m ARMIS CENTRIX m COLORTOKENS XSHIELD = ARMIS + XSHIELD (Joint)

The two platforms are genuinely complementary: Armis Centrix provides the eyes; passive discovery,
auto-classification, protocol analysis, and threat detection. ColorTokens XShield provides the hands;
consuming Armis intelligence and translating it into enforced segmentation policy. Together they cover
the full Capability 1 scope without requiring agent installation on any PLC, HMI, or SCADA systems.

Demo Story Arc: The Converged Manufacturing Enterprise

Backstory

Acme Federal Manufacturing (AFM) produces critical defense components at a facility that
runs a textbook hybrid IT/OT environment. The plant floor operates Siemens WinCC
SCADA systems, Rockwell PLCs across two production lines, multiple HMI stations at
Levels 1 and 2, and a suite of engineering workstations. Above the Purdue Level 3.5
boundary, a corporate IT network hosts a production CRM application used by AFM's
logistics and customer service teams.

AFM'’s CISO has been directed by agency leadership to achieve Zero Trust compliance
after a peer organization suffered a Volt Typhoon-style intrusion. The attacker entered
through a compromised HMI workstation and spent several weeks moving laterally through
the OT network before pivoting into the enterprise ERP system — entirely undetected.
Leadership's mandate is clear: implement Zero Trust at the IT/OT boundary and within the
OT environment itself, without disrupting production operations.

The ATARC virtual lab replicates AFM's environment. Armis Centrix is deployed as a
passive collector, receiving a full SPAN of all lab network traffic, exactly as it would be
deployed on a physical plant switch. ColorTokens XShield is the microsegmentation and
policy enforcement engine. Over eight demo acts, the joint solution transforms AFM's flat,
undocumented network into a fully enforced Zero Trust posture, without touching the
firmware or configuration of a single PLC, HMI, or SCADA system.
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Act 1

Act 2

Act 3

Act 4

Act5

Act 6

Act 7

Seeing the Invisible: Passive
Discovery of the Full IT/OT Asset

Inventory

Mapping the Boundary: Auto-
Classification by Purdue Level

From Tags to Policies: XShield
Converts Armis Intelligence into
Enforcement Blueprints

Enforcement Goes Live: Purdue-
Level Microsegmentation in

Production

Catching Unencrypted Protocols:

Modbus Detection

Catching the Intruder: Automated
Response at the OT/IT Boundary

Deny-by-Default in the Plant:
Blocking Unauthorized Engineering

Changes

Scenario 1a

Scenario 1b (1b.1,
1b.3-1b.5)

Scenario 1b (1b.2,
1b.4)

Scenario 1c (1c.1,
1c.3-1c.5)

Scenario 1c (1c.2)

Scenario 1d (1d.1-
1d.4)

Scenario 1d (1d.1-
1d.2)

Armis Centrix

Armis Centrix — XShield

ColorTokens XShield

ColorTokens XShield

Armis Centrix

Armis Centrix + XShield

ColorTokens XShield
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CAPABILITY 1 | Protecting Network & Purdue-Level

Segmentation

Scenario 1a: Discover and Classify Assets

Act 1 | Seeing the Invisible: Passive Discovery of the Full IT/OT Asset

Inventory
Platform: Armis Centrix

Scenario Narrative

When AFM's security team first activates Armis Centrix in the ATARC lab, they face the
challenge that is universal in OT environments: nobody has an accurate, complete asset
inventory. The legacy network diagram is years out of date. Devices have been added,
moved, and retired without documentation. Many PLCs and field instruments communicate
over proprietary industrial protocols that never appear in IP management tools, and
traditional active scanning is off-limits on a plant floor where an unexpected packet can
disrupt a control loop. Armis Centrix solves this by passively absorbing a full mirror of all
network traffic through the virbr-armis SPAN interface and reconstructing a complete
picture of every device on the network without sending a single byte onto the wire. Shortly
after activation, AFM's team watches an accurate, live inventory materialize: every PLC
identified by its EtherNet/IP signature, every SCADA workstation fingerprinted from its
Siemens S7 traffic, every HMI station classified from its Modbus exchanges, and every IT
workstation and server identified from its Windows and Linux stack behavior. Critically,
Armis also surfaces the devices that should not be there. Any unknown or transient
endpoints that appear on the network without prior authorization will be captured as well
and can be investigated. For the first time, AFM has a true picture of its converged IT/OT
environment, with every device attributed a device type, manufacturer, protocols observed,
and an auto-suggested Purdue level all generated automatically from passive observation.

ZT Requirements Addressed: 1a.1 (discover/identify devices across IT and OT regardless of
protocol) | 1a.2 (identify known, unknown, and transient devices) | 1a.3 (logical and geospatial
display)
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Scenario 1b: Boundary Definition

Act 2 | Mapping the Boundary: Automated Purdue-Level Classification Flows

into XShield

Platform: Armis Centrix + ColorTokens XShield

Scenario Narrative

Asset discovery is only valuable if the inventory can be organized into meaningful security
boundaries. Typically this is done manually and in a large OT environment is error-prone,
labor-intensive, and immediately out of date the moment a device is added or changed. In
this act, Armis Centrix demonstrates its automatic tagging capability: every discovered
device is assigned a set of tags based on its device type, manufacturer, protocols
observed, and network behavior, all without any manual configuration by AFM's operators.
PLCs are tagged Purdue Level 1. HMI stations are tagged Purdue Level 2. SCADA,
historian, and MES systems are tagged Purdue Level 3. IT workstations and servers fall
into the IT/Level 4 group. The OT gateway — the device that sits at the physical crossing
between the plant network and the corporate IT network — is automatically identified and
tagged as the IT/OT boundary device. These tags are published in real time to
ColorTokens XShield via a live integration, and XShield instantly creates corresponding
label groups. The entire Purdue hierarchy is now reflected in XShield's Visualizer,
populated from Armis intelligence. Alongside the auto-classification, Xshield surfaces a ¢
ritical finding: a live, unauthorized network flow from a Level 3 SCADA workstation directly
to a production IT server, a cross-boundary path with no firewall rule and no policy
controlling it. (WinCC-F1 to CRM production server). This is the kind of unmanaged OT-to-
IT path that enabled the Volt Typhoon-style attack AFM's leadership is most concerned
about. Exceptions like this are captured in the Xshield Visualizer.

ZT Requirements Addressed: 1b.1 (classify assets by connectivity, Purdue level, role —
automated via Armis tags synced to XShield) | 1b.3 (physical and logical boundary map) | 1b.4
(highest-risk boundary devices and paths identified) | 1b.5 (logical and geospatial display)

Act 3 | From Tags to Policies: XShield Converts Armis Intelligence into

Enforceable Blueprints
Platform: ColorTokens XShield

Scenario Narrative

With Armis tags flowing automatically into XShield and the boundary mapped, AFM's
security team can now write Zero Trust policy for the first time. Since these policies are
written against Armis/Xshield tag groups rather than individual IP addresses, they will
automatically apply to any new device that Armis classifies into those groups in the future.
The CISO has issued clear mandates: no IT workstation should ever initiate a connection
to Purdue Level 1 or Level 2 assets; the only authorized engineering paths from Level 3
down to Level 1 are from the two designated engineering workstations; and the exposed
SCADA-to-IT path must be immediately controlled. XShield translates all three mandates
into policy blueprints that initially run in simulate mode showing AFM's team exactly which
traffic would be blocked if enforcement were activated, without impacting production until
the review process is complete. The simulation confirms that the authorized communication
paths remain intact: PLCs talking to their HMIs, HMlIs reporting to SCADA, engineering
Stations accessing their respective PLCs. It also confirms one pending violation: the
developer workstation probing the OT network, which would have been silently blocked.
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The team reviews the simulation results, signs off on the policy set, and is now ready for
enforcement.

ZT Requirements Addressed: 1b.2 (boundaries identified for policy planning, implementation,
and audit) | 1b.4 (highest-risk paths converted to enforced policies) | 1b.5 (logical display with
policy boundary overlay)
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Scenario 1c: Network Segmentation / Separation

Act 4 | Enforcement Goes Live: Purdue-Level Microsegmentation in

Production
Platform: ColorTokens XShield

Scenario Narrative

With policies reviewed, simulated, and approved, AFM's CISO authorizes enforcement.
XShield switches all Purdue boundary policies from simulate to enforce. Once deployed
the previously flat network is now microsegmented. The plant floor is now divided into
enforced segments that mirror the Purdue hierarchy: PLCs at Level 1 can only be reached
by their designated HMIs and authorized engineering workstations on specific industrial
protocol ports; HMIs at Level 2 can only communicate upward to their assigned SCADA
system; and the entire Purdue Level 3-and-below environment is sealed off from direct
access by IT workstations. The unauthorized SCADA-to-IT path that was flagged in Act 2 is
now blocked and alerted on. The production line continues running without interruption —
because the authorized communication paths were carefully defined during the simulate
phase, the transition to enforcement does not disrupt any operational flows. Deny-by-
default protects the plant while the approved engineering paths remain fully functional. The
Purdue swim-lane view in XShield displays the enforced boundary in real time: green flows
are fully allowed and match deployed policy, yellow flows are in simulate mode, and red
flows show policy exceptions that are blocked and alerted on.

ZT Requirements Addressed: 1c.1 (implement segmentation policies for OT) | 1c.3 (real-time
cross-Purdue enforcement with time-based access control) | 1c.4 (compensating controls for
enforcement gaps documented) | 1c.5 (logical and geospatial display of enforced Purdue
segments)

Act 5 | Catching Protocol Specific Risks: Unencrypted Modbus Detection via

Protocol Analysis
Platform: Armis Centrix

Scenario Narrative

Microsegmentation controls who can talk to whom, but it does not inspect the content of
the conversations that are permitted to happen. Armis Centrix inspects the content of the
OT protocols in the AFM environment. XShield can see that traffic is flowing between an
HMI and a PLC on the permitted Modbus path and will block or pass this traffic based on
the policy. Armis Centrix will go one step further and flag obsolete or missing encryption for
OT protocols. To demonstrate this, AFM's team replays a pre-captured TCP traffic file into
the lab network — a realistic simulation of plant floor traffic between an HMI station and a
facility PLC. The replayed traffic includes uses legacy and unsafe encryption before
starting process operations. Armis Centrix detects the replayed traffic in real time through
its passive deep packet inspection capability. It inmediately flags the session as weakly
encrypted — a direct match to CISA's OT security guidance on insecure protocols — and
raises an alert. This is the kind of pre-attack signature that could precede a safety incident
in a real facility. Armis detects these types of findings and maps them to the MITRE
framework, along with providing a risk score for the affected devices.

ZT Requirements Addressed: 1c.2 (monitor and restrict insecure protocols per CISA guidance
— detect unencrypted Modbus, identify anomalous OT command patterns, recommend
compensating controls)
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Scenario 1d: Network Response

Act 6 | Catching the Intruder: Automated Response at the OT/IT Boundary

Platform: Armis Centrix + ColorTokens XShield

Scenario Narrative

Three weeks after the joint Armis and XShield deployment goes live, AFM's SOC receives
its first real test — at 2:47 AM. A developer workstation has been compromised in a Volt
Typhoon-style intrusion. The threat actor, operating through the hijacked workstation,
begins probing the OT network: first the plant historian (a classic OT reconnaissance target
and stepping stone to deeper access), then the asset management server, then an HMI
station at Purdue Level 2. The attacker's objective is the PLCs at Level 1 — but they never
get there. The joint Armis and XShield response unfolds on two parallel tracks that together
tell the complete incident story. Armis fires the first alert on the initial probe — not because
any policy was violated, but because the behavioral baseline for the workstation shows it
has never previously communicated with a single OT device. Suddenly generating
simultaneous connection attempts to twelve OT targets is an anomaly that Armis
recognizes and flags as an alert. XShield fires alerts as well: every probe attempt that
reaches the OT gateway generates an individual policy violation alert and each one is
logged with the full source, destination, protocol, and policy reference. Every packet is
dropped. No probe reaches an OT host. As alerts reach the SOC, the incident response
team executes a prepared playbook and the compromised workstation is fully quarantined,
isolating it from all network segments except the management network. The plant floor is
never touched. The post-incident audit shows the complete picture: the Armis timeline that
caught the anomaly and the XShield policy violation log that confirmed every blocked
packet along with the quarantine playbook that contained the threat for remediation by IT.

ZT Requirements Addressed: 1d.1 (log, alert, and auto-respond to boundary violations —
Armis detection + XShield policy enforcement + quarantine) | 1d.2 (deny-by-default while
maintaining full operational continuity) | 1d.4 (joint logical and geospatial incident timeline)

Act 7 | Deny-by-Default in the Plant: Blocking Unauthorized Engineering

Changes
Platform: ColorTokens XShield

Scenario Narrative

The final act demonstrates Zero Trust operating entirely within the OT network itself — not
at the IT/OT boundary, but between OT devices at different levels of the Purdue hierarchy.
A contracted vendor, working remotely, attempts to push a ladder logic update to a Facility
PLC from a FactoryTalk Optix HMI workstation that has not been designated as an
authorized engineering host. The only approved sources for PLC configuration changes
are the two designated engineering workstations: the Rockwell Studio 5000 station for
EtherNet/IP-based PLCs and the Siemens TIA Portal station for S7-connected PLCs. Both
of those authorized sources are named in XShield policy. FactoryTalk Optix is an HMI — it
is a legitimate OT device and it has a legitimate Armis tag — but it is not on the authorized
engineering source list. Under XShield's deny-by-default posture, anything not explicitly
permitted is blocked. The vendor's attempt is denied the moment the first connection
packet is evaluated. An alert is generated, logged with full detail, and forwarded to the
SOC. At the same moment, the authorized Rockwell engineering station completes its own
connection to the same PLC successfully — the legitimate engineering workflow continues
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without interruption. The final image presented to the evaluators is a complete audit log:
allows and denies side by side, with Armis device tags, XShield policy decisions, protocol
details, and timestamps. A full, unbroken chain of custody for every network decision made
across the converged IT/OT environment.

ZT Requirements Addressed: 1d.1 (log and alert on intra-OT policy violations between Purdue
levels) | 1d.2 (deny-by-default within OT while authorized engineering paths continue
uninterrupted) | 1d.4 (complete audit log with logical topology display)
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